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“Giai phap bao vé dir liéu, dam bao an toan, an ninh, bao mat
| thong tin dat ra nhiéu thach thire, trong khi nguon nhan
lwc vé cOng nghé thong tin con han ché
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e Boi canh tin cOng mang hién nay
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1. Thong Kké tir hé thong Viettel Threat Intelligence (9 thang dau nim 2024

Lo lot dix li€éu

TANG 50%
S6 luong thdng tin c& nhan bi
danh cap so véi cung ky (Tai
Viét Nam)

13 TRIEU
ban ghi dir liéu c4 nhan, to churc
bi ro ri duoc rao ban trén KGM

12.5 GB m& nguon
16 GB dir liéu

Gian 1an tai chinh

2364 Tén mién lira dao

Ting 1,2 1an so véi 2023
496 Trang web gia mao

Ting 4 1an so v6i 2023

Tan cong cé chia dich

56 vu tan cong Ransomware
Vao co quan, to chirc 16n
Ma hoa hang tram GB dtr li€u
Tong tién it nhat 10 triéu USD

24 chién dich APT
Co quan, to chirc

~ 500 nghin cudc tan cdng DDoS
Tang gan 20% so véi cung ky
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2. B&o c&o thong ké tir Cuc An toan thong tin

BAO PONG

~2 . 300 Cudc tan cong trong 3 thang

dau nam 2024

~3O Cuoc tan cong Ransomware vao cac
Tap doan 16n, ngan hang & To chc tai chinh

# TIEUDIEM DAUTU TAICHINH KINHTESO THITRUONG DOANHNGHIEP BATDONGSAN THE GIOI

Su ¢6 tan cong ma hoa di liéu sé chua duing lai 6
PVOil va VNDirect

Nhi Anh

Chi trong théi gian ngan, hang loat vu tan cong ma hoa dii liéu nghiém trong xay ra.
Hinh thiic tan cong ciia tin tic trong cac vu viée vita qua tuong doi giong nhau: tan
cong nam vimg 1 thoi gian, sau dé thye hién ma hoa dii liéu tong tién. Theo chuyén gia
an ninh mang, cdc cude tin cong mang ngay cang tinh vi, diac biét c6 sy tham gia ciia
cac nhém to6i pham 16n quac t€, vi vay cac hé thong tai Viet Nam luén 6 trong tinh trang
6 thé bi tan cong bat cii hic nao...
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° g Mt s6 hinh thirc tin cong mang pho bién va
Thiét hai do tan cONng mang gay ra

trinh bay
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1. Mt so hinh thirc tin cong mang pho bién

& Spam & Phishing Emails @

&

)
))))) /" MucTieu )
) ) ) ) Noi quan ly chira hét
thdng tin quan trong
L hong bao mat

vz [N s

LOCKI!
Ma hoa dir li¢u

LUULLLLY

DANH CAP!

& Trinh duyét Web
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2. Thiét hai do tan c6ng mang gay ra

Mit mat dir liéu
do 16 lot hoac bi

ma hoa thong tin.

Gian doan hoac té
liet hoat dong hé
théng, anh huong
dén hoat dong cua co
guan nha nudc.

Hotline: 098.203,3335

Thiét hai vé kinh té
chi phi tién chudc dé
gial1 ma dir liéu bi
LOCK.

7113
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Noi dung
trinh bay Q

Hién trang va mot so6 giai phap dé xuat ciia
Viettel
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2. Hién trang - Pat dugrc

Tinh da trang bi
hé thong giam
sat ma doc tap
trung cho 28
SO, ban, nganh,
huyen, TX, TP
twong ung trén
5000 may tinh.

Tinh da dau tw Hé
thong giam sat an
toan thong tin
SOC cua tinh tap
trung két noi, chia
s¢ thong tin vo1 hé
thong giam sat
Québc gia

Hang nam So
TTTT déu to
chirc dién tap
thwe chién dam
bao ATTT cho
cac d6i Ung clru
su ¢b an toan
thong tin mang

Hé thong thong
tin cua cac co
quan nha nwoc
tinh da duoc
phé duyét cap
do an toan thong
tin trén 97%
(78/80 hé thong)
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2. Hién trang - Chwa dat dugc

PR Vviettel

Amn

s Cloudrity

Thiéu hut nhan | | Nhan su chuyén , L
N , X A A Cac trang thong tin cua

su chuyén trach | | trach vé cong nghé ) \ N
Y A . N So/ban/nganh, huyén/thi

ve cong ngh¢ thong tin chwa dwgre xa/thanh phé chura

thong tin tai cac | | dao tao chuyén sau dwoge giam sat, bao vé

co quan nha nudc | | vé linh vuc an toan an toan thong tin 24/7

thong tin
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2. Mot so giai phap dé xuat ciia Viettel

Thué déi ngii chuyén gia
giam sat ATTT 24/7 ctaa cac
nha cung cap dich vu an toan
thong tin

Tinh da trién Khai tir nim
2022
Pé xuat
UBND tinh tiép tuc trién
khai thué dich vu trong
C4C nam tiép theo

Trién khai cac cong cu phan
mém ty déng giam sat, canh
béo khi c6 hanh déng tan
cong ciaa Hacker

Tinh da trién khai cac phan
mém: giam sat an toan thén tin
16p mang, gidm sét tan cong
cO chu dich,...ttr nam 2022

Pé xuat
UBND tinh tiép tuc trién khai
trong c4c nam tiép theo

Thué dich vu giam sat, bao vé
an toan thong tin cac Trang
thon tin cia Sé/ban/nganh,

huyén/thi xa/thanh pho

Céac Trang thong tin cua co
quan nha nuéc chwa dwoce
giam sat, bao vé 24/7

Pé xuat
UBND tinh trién khai thué dich
vu giam sat , bao vé an toan
thong tin cac Trang thon tin
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2. Mt so giai phap dé xuat caa Viettel (TT)

. Tang cuong cong tac truyen __, | Tang cuong cong tac dao
:-; thong vé nhan thire va y thuc C== | tao cho can bo chuyén
ATTT cho nguoi dung cuoi trach vé CNTT cuta don vi

v'Cap nhat phan mém Windows v' Do tao thuong xuyén vé kién
v Cai dat phan mém quet vi rut ban thirc an ninh théng tin cho can

quyen b0 chuyén mon, chuyén trach
v'Khong truy cép link la qua email v/ Céap nhat cac thdng tin tinh
v'Khong truy cdp trang web doc hai, b4o an ninh mang dé nhan

quang Cé? ‘ biét sém nguy co.
v Khong cam usb tir cac ngudn khong

xac dinh.
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